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Abstract
The role of technology and digitalisation on the entire world has been quite evident
from the previous research conducted. However, the prime focus when it comes to
India is that of the cyber security issues that prevails all over. The previous literature
paid more attention towards the adoption of digital banking among individuals with
respect to the effectiveness and efficiency of the process. Using 405 digital banking
customers from private banks in Rajasthan, the study extracts the critical factors and
identifies the relationships it holds with customer trust. In case of security and privacy,
it is seen that the regression model generated is statistically significant with a p-value
of less than 0.05. The adjusted R? at 0.537 represents 53.7% variance caused by the
independent factors on the levels of security and privacy about digital banking services
in private banks. In case of the perception about trust a similar pattern is observed
among the customers. The adjusted R? in this case stands at 0.470 which is the level
of variance explained by the independent factors. Further investigation shows that the
first four challenges namely Un-updated information on the internet sources, making
fraud and scam calls, Unauthorized access to the bank account and down server of
banks impact on the trust levels of the customers about the security that the bank’s
digital banking methods are able to provide.
Keywords — Digital Banking, Trust, Customer Privacy
1. Introduction
Digital modes of operating in the financial system today have become the minimum
requirement for any customer. The financial sector which broadly comprises banks,
financial and insurance institutions have opted for a system of regulation that is based
entirely upon the technological methods (Windasari et al., 2022). The banking sector is
one of the largest industrial categories across the world. It facilitates millions of
customers to reach their banking requirements and help to achieve financial stability.
Banking sector not only caters to the savings opportunities but also includes schemes for
credit taking and browsing through investment opportunities. The banking sector follows
strict regulatory guidelines that allows them to serve their customers with ease. However,
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in the past decade, the world was disrupted with the era of online services. From shopping
online to banking online, everyone today has accepted the fact that they can browse their
needs and requirements through the internet (Dutta & Sarma, 2021). The banking
industry too was revolutionised with this change and it began the mark of an era of digital
banking.

The world of cyber security has increased its approach in the present times due to the
increase in the number of digital banking uses (Jain et al., 2021). The history of
cybersecurity goes back to 1999 when the computers were developed and viruses
attacking the systems have been recognised by the developers. Since then, the issue of
cybersecurity has been taken into consideration quite seriously with proper legal
formulations developed to tackle them. Cybersecurity can be addressed in terms of three
critical components — integrity, confidentiality and availability (Ghate & Agrawal,
2017). The breach of the cybersecurity levels can impact on the stakeholders of
Information and Communication Technology (ICT) at different levels. It can cause
personal identity theft, lead into fraud, businesses phase the risk of being subjected to
intellectual property breaches etc.

In India the cyber law system has been designed to reduce the number of mishaps. The
Information technology Act 2000 deals with the issues of cybersecurity and includes 94
sections covering the required crimes. For instance, section 66 states that there would be

an imprisonment up to three years with fine up to five lakh rupees on being guilty of
hacking a computer system (Ghate & Agrawal, 2017). While all these sections have been
drafted to protect the rights of the consumers, the awareness about the same among the
majority of the people are found to be lacking.

In terms of banking, the following security issues can arise for the customers —

1. Cybersecurity Threats: As discussed above, the most common form of security issues
arising in the use of digital banking are the threats one receives from browsing the sites of the
respective banks. They might imbibe phishing attacks, hacking from unknown strong cyber
hackers, be victim to malware practices etc. The risk of these breaches is quite high as these
data breaches can directly lead to losing the financial inheritance of the customers. This acts
as one of the prime reasons of undergoing financial fraud due to unauthorised access of
information.

2. Identity Theft: The next high-risk crime rising out of security breaching in the digital
banking system includes the identity theft of the customers. In this particular case, the
customers might be stripped of their identity and transmit their personal and financial
information to themselves. Once this information is accessed, it becomes easy to conduct
fraudulent activities in the usage of digital banking methods.

3. Data Breaches: The next set of breaches is about the mismanagement of customer
information when using digital banking. When a customer is a prey to data breach, the hackers
can expose sensitive data of the customer such as their bank passwords and PINs to others.
The account details might be exposed to others which pave way for many security breaches.
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4. Mobile Device Security: The digital banking system extends into providing customers with
very appropriate mobile banking options. This leads to the increased need for mobile device
security. The issue of stolen phones is quite common in India and with the mobile banking
applications being browsed through them, the risk of losing important financial information
always remains with the customers.

5. Transaction Security: The use of digital banking methods includes making third party
payments through the banking platform itself. The fund transfers to other parties takes the
customers to payment gateways that do not belong to the bank. Although there are
authentication procedures and encryptions, these too can sometimes lead to breach of security
and customers falling victim to cybersecurity.

6. Regulatory Compliance: The IT Act 2000 provides a guideline on the use of the internet
even for digital banking purposes. There might be failure among the digital banking customers
to adhere to these regulations which can lead to the customers facing legal consequences and
fines for their actions.

7. User Awareness and Education: In the pursuit of adopting a digital economy, the lack of
awareness among users often poses potential security threats. The implementation of best
practices for secure online behaviour can contribute to security issues. Educating customers
about digital usage is of utmost necessity.

The above issues are some of the common instances that can lead to the breach of security in
the digital banking usage. While studies have been conducted to understand the barriers to the
adoption of digital banking, there are few that provide a detailed understanding about the
security issues that can contribute to the intention of using these modes of transactions. The
study would focus on addressing the same and the specific geographical arena where the study
is to be conducted is the state of Rajasthan.

The research question attempted in the study is —

RQI1: What are the challenges that the customers face when using the digital
banking method for Indian banks?

RQ2: How do security and privacy concerns regulate the digital banking adoption

Jor Indian banks?

2. Review of Literature

The literature across the world has been focusing on the digital aspect of banking since
it gathered pace in the last ten years. From understanding its methods of working to
determining the factors that impact it taking on among people from all over, the research
in the area is well constructed. However, the list of challenges in it taking on are ever
increasing and needs to be updated from time to time. Today is an era of digital revolution
and along with it comes a different nature of challenge towards Digital Banking. The
study here would understand the challenges of taking on Digital Banking in reference to
security and privacy concerns.
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This study is aimed to make a detailed investigation in the field and deduct the
appropriate research gaps.

(Haryono et al., 2023) initiated a study to determine the challenges of Digital Banking
with reference to the rapidly growing digital phenomenon. The study here is based on
qualitative methods where the reviews are conducted by analysing reports, articles,
books, interviews and other such news to understand the challenges in detail. Out of the
challenges reported it is found that the level of competition among the banks is now
extended to other financial entities. It has led to intense competition and the pressure to
provide its users with better technology and a sense of security adds to these challenges.

(Rahman et al., 2023) did their study specifically to understand the impact caused by the
use of artificial intelligence in the banking service which is a part of the Digital Banking
realm. A total of 306 responses from bank customers of Malaysia have been selected to
be analysed quantitatively for the purpose of the study. The results of the study shows
that fraud detection and mitigation of risk can be essential components that can be
overcome by the use of Al in the banking sector. However, the intention to adopt such
facilities are significantly regulated by the perceived risk (PR), the perceived usefulness
(PU) and the subjective norms associated with every customer.

(Aidonojie et al., 2022) involved in a study that pointed out the challenges in the Nigerian
Digital Banking situation along with understanding the legal issues surrounding the
same. The use of DB as a result of globalisation has been made quite familiar in the
Nigerian banking system as well. The study used a total of 306 primary responses from
individuals residing in Nigeria. The study analysed the collected responses and have been
able to specify that out of all the list of problems, the lack of proper internet infrastructure
is one of the prime reasons for concern.

(Patnaik et al., 2023) in their study focused upon the taking on of digital payments by
the Indian customers while investigating the factors that impact on them. The use of
digital payments has been made quite frequently in the Indian infrastructure of finance
and more users are being detected in the form in the recent years. With a total of 426
primary data said, the investigation has been made by quantitatively deriving the factors
that impact on the taking on of digital payments.

(Saxena et al., 2023) did the study to find both the reasons for use as well as the
challenges restricting the use of mobile banking in India. The study developed in the
quantitative method used to TAMs and combines them to deduct the factors affecting the
taking on of Mobile Banking. As a part of the study a total of 536 responses have been
collected from the Delhi and NCR region from Mobile Banking customers. The barriers
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that are found include the security levels associated with its use, the level of discomfort
in taking it as a medium of banking and cognitive resistance leading to behavioural
changes towards Mobile Banking.

(Kaur et al., 2021) did the study in northern India with respect to Digital Banking to find
out the challenges specific to the customers deciding in those areas. With the pandemic,
the use of Digital Banking methods has increased to a substantial level and have led to
more and more users opting for these methods. The study used a total of 222 responses
from banking customers of northern India to highlight the focus points of their idea of
Digital Banking. The study has shown that the customers are highly satisfied with the
Digital Banking services they are using and they consider them to be low on risk.

(Lietal., 2021) have learnt about the use of e-banking services by the customers and the
levels of satisfaction that they are deriving from it. The emergence of cloud services to
facilitate the banking transactions of the customers is the idea behind conducting this
particular investigation. Out of the four factors influencing e-banking includes security
along with cloud services, the service quality provided and the e-learning methods
facilitated. This shows that security concerns lying with respect to the e-banking services
is quite essential to consider. This can immensely impact on the levels of satisfaction
derived. Further, with a higher level of satisfaction, there can be increased chances of a
customer using the e-banking services repeatedly in the future. The study has been
conducted using SEM and all these factors extracted are based on statistical insights.

(Ngoc Thach et al., 2021) did a case study in the Vietnamese banking sector by
understanding the risk associated with the taking on of online banking methods. The
quality management in terms of the use of technology while addressing the cyber security
concerns have been highlighted in the course of the study and have worked through
different methods in which it can be achieved. The vulnerabilities associated with the
use of the Internet for banking transactions is quite high because of age and optimum
maintenance of the quality of technology is very essential in this regard.

(Jinger & Mietzner, 2020) generated their study to understand about the taking on of
FinTech services by the households in Germany. The study has been designed to know
more about the taking on of the new technological methods being adopted by these
households in reference to the financial institutions including banks. In the survey
conducted it is by around 31% of the total respondents that have agreed to adopting a
new mode of financing rather than the traditional methods. Among the factors that are
found to have significantly impacted on the service taking on include trust.

Existing studies in the field have highlighted the importance of digital banking and how
in the upcoming years with its different approaches would be the main form of making
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banking transactions. Whether it is Mobile Banking services or the different digital
payment methods initiated by the banks, the use of digital banking would be necessary
for every banking customer in the near future.

In response to this unavoidable necessity in the future, the study here would make an
attempt to bridge the gap that is found to be existing in the current state of literature.
Firstly, there are different digital banking methods that have been continuously
introduced to the users but the updated literature is not available in an area where the
banking customers are used to the technological advancements. Most of the studies are
from the time when it was an early stage for customers, especially in the emerging
countries to digital banking methods and it now needs to be upgraded in an area where
the customers are equipped and have an understanding capability about the same. The
number of studies that directly point out the challenges in adoption of digital banking is
quite scarce as compared to the studies focusing on identifying the factors enhancing
their use. Both the positive and negative aspects of adopting digital banking are required
and it is important that the number of studies identifying the challenges in detail is being
provided. Further, the study is interested in specially looking at the population of
Rajasthan which is a growing state in the country of India including a high level of rural
population. The problem of digital divide has also been highlighted in the study and in
order to bridge the gap the study of challenges in adopting digital banking in a state like
Rajasthan would be eye-opening.

Overall, the above literature shows that there are very few studies which exclusively
points to the challenges of Digital Banking adoption and that too in an emerging
economy where the number of Digital Banking users are still increasing at a very high
rate.

3. Research Methodology
The research employs a quantitative approach, which proves advantageous in
quantifying the determinants of the study. The study utilizes a structured questionnaire
developed from existing literature, incorporating questions adapted from scales
employed by previous researchers. These questions are tailored to suit the specific needs
of the study and are presented in a 5-point Likert scale format.
The sampling population serves as one of the important parts in the entire study. The
study here is focusing in the city of Jaipur with the focus on the customers of the
following private sector banks-

1. HDFC Bank (Revenue: X 148365 Cr)

2. ICICI Bank (Revenue: X 104322 Cr)

3. Axis Bank Ltd (Revenue: Rs 80,847 Cr)

4. Kotak Mahindra Bank (Revenue: Rs.56,814 Cr)
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These banks have been selected specifically out of the 21 Indian private banks based on
their revenue. The top 4 revenue generating private sector banks have been considered
for the study.

Out of the two main categories of sampling, the study would use simple random
sampling to collect data from the respondents. This falls under the probabilistic method
of study and ensures that the samples collected are unbiased and picked up randomly
from the customers who are using the digital banking services of the above-mentioned
private banks.

For the purpose of the study a total of 400 responses would be collected after considering
the requirements of the Cochran’s formula of sample size determination.

4. Results & Discussion
There are a total of 405 customer datasets considered which do not include any missing
value and using advanced statistical procedures, the objectives would be fulfilled.
There are four age groups observed where the highest number of digital banking
customers belong to 35 to 44 years of age with 25.7% of the total respondents. There
are 22.2% in the 45 to 54 years of age group and 21.55 each for 18 to 24 and 25 to 34
years of age. There are 9.1% who belong to above 55 years of age. The educational
qualification shows that with 45.2%, the majority of the respondents are graduates
followed by 31.1% post graduates. There are 19% in the senior secondary levels and
4.7% hold other degrees.
In case of the frequency of digital transactions which are investigated in terms of
month wise engagement shows that 36% use it around 16 to 20 times a month. There
are 21.2% who engage in it more than 20 times a month. There are also 21.55 who
only use it less than 5 times a month. The frequency shows that there are a diverse set
of users for digital banking where the frequency of usage varies significantly.
The research objective is stated as follows —
1. To analyse the impact of cybersecurity incidents on consumer perception
regarding the security and trust in digital banking.
Firstly, there are 24 items used to measure various aspects of cybersecurity in the
banking sector. This is followed by a 7 item scale that specifies the list of challenging
factors that hamper the cybersecurity measures in a digital banking scenario. In order
to ascertain the ability of these items in the Likert Type scale to measure each of the
considered variables effectively, a reliability analysis is conducted. The consideration
taken for understanding the reliability of the overall scale and its individual items,
Cronbach’s Alpha value is taken.
As per (Hair et al., 2006), the Cronbach’s Alpha value of more than 0.7 denotes a high
reliability for the scales. Here, the overall reliability stands at 0.789 along with item
wise values showing acceptable results. This denotes the achievement of reliability for
the considered items in the scale and can be taken for further analyses.
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The sampling adequacy tests show that in Bartlett’s test a p-value of less than 0.05 and
an overall KMO of 0.881 is generated. This fulfils all the conditions of sampling
adequacy as stated by (Hair et al., 2006). Hence, the section explains the results of the
Principal Component Analysis (PCA) conducted for factor extraction.

There are a total of six factors extracted from the list of 31 items and all the individual
items have a factor loading of more than 0.4 which means all are to be included in

factor composition.

The table below represents the six extracted factors and their details.
Table 1 — List of Factors

Factor Name

No.
Items

of

Description

Security & Privacy

5

This factor represents the ability of the
private banks to protect the privacy of
the customers in their digital banking
initiative and provide security

Trust

It represents the level of trust that the
customers can show towards the
online banking facilities provided by
their banks

Innovativeness

This factor refers to the level of
innovativeness shown by digital
banking services of the private banks
over the traditional services earlier
being provided

Awareness

It states the level of awareness
provided by the private banks to their
customers about the safety and
security of their online information
and transactions

Data Protection

These items include the different
measures that are considered essential
by the customers for data protection

Challenging Factors

This factor lists out the challenges that
the customers are facing when trying
to have a secure digital banking
experience.

These six factors are now statistically validated and would be used in the analysis to
identify different aspects of cybersecurity in private banks.
Considering each of the six factors and exploring their item wise mean scores, a number
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of observations can be made.

1. For security and privacy, the highest mean score at 4.22 represents a regular update of the
applications leading to a secure method of transaction. The lowest score at 3.67 shows low
levels of agreement among the customers about digital banking applications protecting their
information online.

2. In case of trust, customers show the highest inclination with a score of 4.22 towards the
presence of cybersecurity measures protecting their information online in banking
transactions.

3. Majority of the customers agree that private sector banks provide an easy and quick
management of the digital banking applications through innovative measures.

4. With a mean score of 4 for two items in the Awareness scale, the communication of
private banks about online security is agreed by the majority of the customers.

5. Majority customers with a mean score of 4.33 agree that encryption of data is the best way
to protect digital banking transaction data while having SMS or email alerts about
monitoring has the lowest impact.

6. With a score of 4, the most challenging factors in terms of cybersecurity in banking include
fraud calls, phishing, unauthorised access and viruses & malware.

The mean score analysis depicts a clear idea about the customers’ perception on the security
issues of the private bank’s digital transactions.

In order to understand the impact of the challenging factors that occur in the cybersecurity
activities of the digital banking sector on the security and privacy and trust of the customers,
two regression models are constructed. Here, the challenging factors are termed as
independent factors and the two factors of security and privacy and trust as dependent
variables in the two models.

Table 2 - Model Fit Measures- Security & Privacy
Overall Model Test
Model | R R? l‘ifJ"Sted F df1 df?2 P
1 0.737 | 0.543 | 0.537 94.7 5 399 <.001

Table 3- Model Coefficients - Security & Privacy

Predictor Estimate | SE t P
Intercept 8.2976 0.2552 | 32.52 | <.001
Un-updated information on the internet 0.4606 0.0264 | -17.4 | <001
sources

Possibility of making fraud and scam calls. -0.0465 0.0298 | -1.56 | 0.120
Unauthorized access to the bank account. -0.1535 0.0244 | -6.29 | <.001
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Table 3- Model Coefficients - Security & Privacy

Predictor Estimate | SE t P

Down server of banks -0.3676 0.0344 | -10.6 | <.001
f:;;gjzz-;z‘iendly interfaces of digital banking 0.0835 0.0334 | 250 | 0.013
Malware and Viruses -0.0485 0.0310 | -1.68 | 0.129
Phishing -0.0865 0.0364 | -2.58 | 0.014

In case of security and privacy, it is seen that the regression model generated is statistically
significant with a p-value of less than 0.05. The adjusted R* at 0.537 represents 53.7%
variance caused by the independent factors on the levels of security and privacy about digital
banking services in private banks. Now, moving into the coefficient table it is seen that out
of the seven types of cybercrimes experienced, 5 have statistically significant impact on the
dependent variable. It exerts a negative impact as can be seen from the estimates. This shows
that one unit change in factors such as Un-updated information on the internet sources,
making fraud and scam calls, Unauthorized access to the bank account, Non-User friendly
interfaces of digital banking applications and phishing attacks can reduce the security and
privacy perception levels of the private bank digital transaction among the customers by
53.7%. Hence, the private banks need to focus highly on reducing the challenges occurring
in terms of these aspects to make the customers be confident about the security and privacy
offered by the banks.

Table 4 - Model Fit Measures- Security & Privacy

Overall Model Test

Model | R R? l‘ifJ"Sted F afl | df2 P
1 0.691 |0477 |0470 | 728 |5 399 | <001

Table 5 - Model Coefficients — Trust
Predictor Estimate | SE t P
Intercept 7.0972 0.2614 | 27.15 <.001
Un-updated information on the internet sources | -0.4128 0.0270 | -15.28 | <.001
Possibility of making fraud and scam calls. -0.1321 0.0305 | -4.33 <.001
Unauthorized access to the bank account. -0.0588 0.0250 | -2.35 0.019
Down server of banks -0.2849 | 0.0353 | -8.07 <.001
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Table 5 - Model Coefficients — Trust

Predictor Estimate | SE t P

Non-User-friendly interfaces of digital banking 0.0653 0.0342 | 1.91 0.057

applications.
Malware and Viruses -0.0702 0.0449 | 2.05 0.061
Phishing -0.0692 0.0356 | 1.92 0.055

In case of the perception about trust a similar pattern is observed among the customers. The
adjusted R? in this case stands at 0.470 which is the level of variance explained by the
independent factors. The further investigation shows that the first four challenges namely
Un-updated information on the internet sources, making fraud and scam calls, Unauthorized
access to the bank account and down server of banks impact on the trust levels of the
customers about the security that the bank’s digital banking methods are able to provide.
Any unit change in these four items would vary the trust levels negatively in the customers
by 47%.

It is evident that for both security & privacy and trust, the role of cybercrimes plays a
significant role.

5. Conclusion

The role of technology and digitalisation on the entire world has been quite evident from the
previous research conducted. The ways in which technology has been integrated across the
different industries is quite fascinating to look into. One such industry which has experienced a
total change in its mode of operations and providing services to its customers is the banking
industry. The study here is an attempt to look into this mode of digital banking system as the
advancement of online banking technology has changed people's lifestyles by becoming a part
of their lives. Mobile phones are not just a medium of communication however, they became
an information distribution platform and are used as computing devices. The traditional banking
system is being replaced by mobile e-banking which is mostly preferred by a lot of the
population. The evolution of individuals from the traditional to the digital banking phase has
been limited by a number of issues. However, the prime focus when it comes to India is that of
the cyber security issues that prevails all over. The previous literature paid more attention
towards the adoption of digital banking among individuals with respect to the effectiveness and
efficiency of the process. The Digital banking security aspect is less researched while it creates
the majority of the problem in this regard. These studies are needed against fraudulent behaviour
that govern such provisions. The lack of control over security makes Digital banking still
untrusted for many customers till today because most of the customers are not informed about
the privacy policies and even educated customers also do not maintain their privacy. Another
side, Digital banking is a common target for hackers and other online criminals and the main
reluctance customers are having while entering into online transactions is the security and
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privacy issues. Commercial banks in India have been facing a lot of problems due to online
banking crimes because they are dealing with personal property like personal data and
passwords. These security issues have a direct impact on the intention to use digital banking
methods and lead India towards a more technologically advanced nation in all forms. While
other concerns of digital banking in India have been thoroughly discussed by researchers all
over, this study would provide an in detailed idea into the impact caused by security issues.

The study here has been successful in highlighting the factors that influence the digital
banking adoption. Future research can extend the study by adding more factors such as social
media influence, peer pressure etc. in comprehending an overall outlook.
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